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YBEOOMIJIEHME KNUEHTOB

0 puUcKax UH(oOpMaLMOHHON 6e30MacHOCTU, CBA3aHHbIX C HECAHKLIMOHUPOBaHHbLIM
[OCTYNOM, BpeAOHOCHLIMU KOAAaMM U MHLIMU NPOTUBOMNPaBHbLIMU OEeNCTBUSMM NUL, He
MMeIoLUM NPaBo coBepLUaTh TPaH3aKUuMM OT Nuua KnueHTa. PekomeHaauum KnueHTam no 3awmre
OT NPOTMBOMNpPaBHOro AOCTYNa U O PUCKaX BPeOAOHOCHbLIX NporpaMm

I. B cootBeTcTBUMM C TpeboBaHuaMu [MonoxeHus o6 ycTaHOBMNEHUM 00si3aTeNbHbIX ANS HEKPEeAUTHbIX
PUHAHCOBBLIX OpraHusaumin TpeboBaHWM K obecrnevyeHuto 3awuTbl MHOPMaLUKU NpU OCYLLECTBEHUMN
AesaTenbHOCTN B chepe (PMHAHCOBBIX PbIHKOB B LENsiX NPOTUBOAENCTBUSA OCYLLECTBMEHUIO HE3AaKOHHbIX
duHaHcoBbIX onepauun (yTB. baHkom Poccum 17.04.2019 Ne 684-I1) AkuUuMOHepHOe o0OLecTBO
«HerocynapctBeHHbI neHCcuoHHbIn oHa TPAOULIUA» (nanee — AO «HIM® TPAOANLNA», dona)
HacTosILLMM yBegoOMNAET KIMeHToB PoHAa 0 BO3MOXHbIX pUCKax (pMHaAHCOBbLIX NOTEPb U3-3a:

. HeCaHKUMOHUPOBAHHOIO AocTyna K Bawew nHdopmaumm nvuamu, He obrnagarowumu npasoM
OCYLLIeCTBIEeHM (PUHAHCOBbLIX OnepaLuii;

. notepu (XMLEHWUs1) HOCUTENEN KIHYen ISMEKTPOHHOM MOAMUCK, C UCMOSIb30BAHUEM KOTOPbIX,
OCYLLEeCTBMAKTCA (PUHAHCOBbIE onepaumy;

. BO3OENCTBUS BPEOOHOCHOro Koda Ha YCTPOMCTBA, C KOTOPbIX coBepllanTcs (UHAHCOBLIE
onepauuu;
. COBEpLUEHUS B OTHOLLIEHUN Bac MHbIX NPOTMBONPAaBHbIX OEACTBUI.

Mpn ocyllecTBNeHUM UHAHCOBLIX OMepauuii cnedyeT NpUHMMaTb BO BHUMaHWE PUCK MONydeHust
TPETbUMM  NULAMU  HECAHKLMOHMPOBAHHOrO [OCTyna K 3awuwaeMon uHdopmaumm C  Lenbto
OCYLLECTBNEHNs (PMHAHCOBbLIX onepauuin nuuammn, He obrnagatrLWw MMM NPaBoOM UX OCYLLECTBIEHUS, Takne
pUCKN MOTYT BbITb 06YCNOBMEHbI BKMOYas!, HO HE OrPaHNYMBASCL CIEAYHOLMMU NPUMEPaMM:

a. Kpaxa napons u maeHTudMKaTopa AOCTyna UMM WMHbIX KOHUMAEHUMAmNbHbIX OaHHbIX,
Hanpumep, 3aKpbITOro kitoya MNOCPEACTBOM TEXHWYECKUX CPEACTB W/MNW BPEeLOHOCHOro Koga u
MCMONb30BaHME  3MOYMbILINEHHUKAMW  yKa3aHHbIX [aHHbIX C  APYrux YCTPOWCTB  Ans
HecaHKLMOHNPOBaHHOro AOCTyna.

b. YcTaHoBKa Ha yCTpOVICTBO BpeaoHOCHOIo Koaa, KOTOprVI No3BOJINT 3J10YMbILLJIEHHUKaM
OCyL1eCTBUTb onepauunn ot Bawero nmeHn.

C. Ncnonb3oBaHusl 3MOYMBILMEHHUKOM YTEPSIHHOIO WMW  yKpageHHoro TernedoHa Ans
nony4yeHns CMC kogoB, KOTopble MOryT MpUMeHsATbCst POHOOM B KayecTBe LOMONHUTENbHOM
3aWUTbI ANs HECAHKLMOHUPOBAHHbIX (DUHAHCOBLIX OMepauuii, YTo NO3BOMUT UM 0BONTK 3aLuTy.

d. Kpaxa vunu HecaHKUMOHMPOBAHHBLIN JOCTYN K YCTPOWCTBY, C KOTOPOro Bbl nomnb3yeTech
ycnyramu/cepsucamm ®oHaa Ans NONyyYeHUs AaHHbIX UMW HeCaHKLMOHMPOBaHHOro AocTyna K
cepBuMcaM C aTOro ycTponcTaa.

e. MonyyeHue napons u ugeHTudukaTopa gocrtyna wu/vnn koga us CMC mn/wnn kogoBoro
CNnoBa M MpoYnX KOHpMAEHUMANbHbIX AaHHbIX, B T. Y. MACMOPTHbLIX OAHHbLIX, HOMEPOB CYETOB U
T.0. nyTeM obmaHa u/vnu 3anoynotpebneHns JoBepueM, Korga 3MoymbllUNEHHMK NpeacTaBnaeTcs
coTpyaHukoM PoHaa nnm TeXHUYECKUM CneLmnanmcToM UM UCNONb3yeT UHYI0 nereHay 1 npocuT
Bac coofwutb emy 3TU CekpeTHble AaHHble; WU HanpaenseT noggeribHble MOYTOBbIE
COoObLEeHNs nnu nMcbMo Mo O6bIYHOM MoyTe C MpocbObon npedocTaBuUTb MHAOPMALMIO WK
COBEPLUUTbL AeNCTBME, KOTOPOE MOXET NPUBEC K KOMMPOMETaLuKn YCTPOMCTBA;
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f.

I'IepeXBaTa NOYTOBLIX COOOLLUEHNA W nony4vyeHma HeCaHKUMOHMPOBAHHOIoO AO0CTyna K

BbIMMCKaM, oT4eTaMm U npoyen puHaHcoBon MHdopmMaumn, ecnv Bawa noyta ucnonbsyeTcs ons
nHdopmMaLmoHHoro obmeHa c. PoHgom. B criyyae nonydeHms JOCTyna K Ballen noyte, oTnpaBka
cooOuleHur ot Bawero nmerHn B ®oHA.

Bce pucku, cBsi3aHHble C yTPaToOl M KOMMNpoMeTauuen YYETHbIX AaHHbIX (NTOrUH, Naponb) AnA
AocTyna K MHcpopmauMoHHbIM cuctemam PoHAa HeceT Bnagenew y4€THbIX OaHHbIX.

®PoHA He HeceT OTBETCTBEHHOCTb B criyvyasaXx (PMHAHCOBLIX NOTEPb, MOHECEHHbIX KIMeHTaMu B
CBSI3U C NpeHebpexeHnemM npaBunamMmm MHOOPMaLMOHHON 6e30NacHOCTH.

Il. Mepbl no npegoTBpaLLeHUI0 HECAaHKLMOHMPOBAHHOIO AOCTYyMNa K 3awuwaemMon nicgopmauun.

1. OG6ecneuybTe 3aWUTY YCTPOICTBA, C KOTOPOro Bbl NoNb3yeTeck ycryramu ®oHaa, K Takum Mepam
BKITlOYasi, HO HE OrPaHNYMBasACb MOTYT OblTb OTHECEHBI:

Mcnonb3oBaHue TONMbKO NULEH3NPOBAHHOIO NpOorpaMmMHOro obecneyeHus, NONy4eHHOro 13
AOBEPEHHBIX MCTOYHUKOB;

3anpeT Ha yCcTaHOBKY NporpamMm 13 HeNpoOBEPEHHbLIX MCTOYHUKOB;

Hanunuve cpegctBa 3awuTbl, Takux Kak: aHTUBMPYC (C PperynspHo M CBOEBPEMEHHO
obHoBnaembiMu 6azamu), NepcoHarnbHbI MEXCETEBOW 3KPaH, 3allMTa HakonuTens;
HacTtporika npaB gocrtyna K yCTPOWCTBY C LIENb0 NpeoTBpaLleHms HeCaHKLMOHMPOBAHHOMO
[ocTtyna;

XpaHeHune, Ncnonb3oBaHMe YCTPOWCTBA C Lenbio n3bexaTb PUCKOB KpaXu n/vunm ytepu;
CBoeBpeMeHHble 0OHOBMEHUS ONEPaALMOHHON CUCTEMBI;

AKTMBaLNSA NApOSibHOW UMW MHOM 3alnThl ANsi AOCTYNa K YCTPOWCTBY;

B cnyyae oGHapyXeHUs 3MoHaMepeHHOro nporpamMHOro obecrneyvyeHuss Ha KoMMbloTepe
nocne ero yganeHus HesameanuTenbHO CMEHUTE NOMWH 1 Naporb;

He nepepaBavite CBOO NMYHYO MHAopMauuto vyepes obuenoctynHele Wi-Fi cetn. PaboTas B
HWX, )XenaTenbHO He BBOAUTb Naponn AOCTyna, JOMMHBbI.

2. ObecneybTe KOHMMOESHUNANBHOCTb:

XpaHute B TaviHe ayTeHTUMUKaUWOHHbIe/ WAEHTUMUKALNOHHBbIE [AaHHbIE W KIIOYEBYIO
nHdopmaumio, nonyyeHHole ot ®onpa: naponn, CMC Kkoabl, KOAOBblE CroOBa, 3aKpbITble
Knoun, ceptudukaTel, a B Criyd4ae KOMNpomMeTauun HemeaneHHo NpUMnTe Mepbl Ans CMeEHbI
n/vnu BNoKNpPOBKY;

Cobntogante NpuHUMN pasyMHOro packpbiTUA MHGOPMaLMM O HOMepax CYEeTOB, O BaLUUX
NacnopTHbIX OaHHbIX, O HOMepax KpeAuTHbIX U AebetoBbix kapT, o CVC kopax, B crny4ae
ecnu y Bac 3anpalumBaloT yKasaHHyl uHdopmauuio, B npuBs3ke k cepsucam PoHga no
BO3MOXHOCTM OLEHWTE CuUTyaumMio W YTOYHUTE MOMHOMOYMA W npouedypy 4epes
He3aBMCKMbIN KaHan, HanpuMep, Yepes TenedoH KOHTaKT ueHTpa doHaa.

3. [lposBnsnTe OCTOPOXHOCTL M NPEYCMOTPUTENbHOCTb:

ByobTe OCTOPOXHbI MPW MNOMYYEHUN MNUCEM CO CCbINIKAMU U BROXEHUSMWU, OHW MOryT
NPUBECTU K 3apaxKeHuIo BaLLiero yCTpomucTBa BPeJOHOCHBIM KOoAOM. BpeaoHOCHbIN Ko, nornas
K Bam 4yepe3 noyTy WnM UHTEPHET CCbIKY Ha CaWT, MOXET MOMyyYnuTb JOCTYM K obbiM
AaHHbIM U MHPOPMALNOHHBIM CUCTEMaM Ha BalleM YCTPOWUCTBE;

BHumaTenbHO npoBepsnTe agpecarta, OT KOTOpPOro npuwino nucemo. Bxopsulee nucbmo
MOXeT ObITb OT 3MOYMbILLNEHHMKA, KOTOPbIN MackupyeTcs nog PoHA UM MHbIX JOBEPEHHbIX
nnu;

ByabTe ocTopoxHbI Npy NpocMoTpe/ paboTe C MHTEPHET canTamu, Tak Kak BpeAOHOCHbIV Koz
MOXET ObITb 3arpy>xeH ¢ canTa;

ByabTe O0CTOPOXHBI C (hannamu B apxmBe C NaposieM, Tak kak B Takom channe MoxeT ObiTb
BPeaOHOCHbIN KOA;

He 3axoauTe B cuCTeMbl yaaneHHoOro 4ocTtyna ¢ HeJOBEPEHHbLIX YCTPOUCTB, KOTOPbIE Bbl He
KOHTpomnupyeTe. Ha Takmx yCTpOMCTBax MOXET OblTb BPELOHOCHbIN KOoA, coOupatoui
naponu n ngeHTnduKaTopbl 4OCTYMNa UK CNOCOOHbIV NOAMEHUTbL OMepaLuio;

AHanusupyite uHgopmaumo B npecce U Ha cante doHAa O MNOCNEOHUX KPUTUYHBIX
YSA3BMMOCTSX U O BPEJOHOCHOM Kofe;

Mpu Hannuumn B pamkax Baluero npoaykTa cepBuca KOHTaKT LEeHTpa, OCYLLEeCTBSINTE 3BOHOK
TONMBbKO MO HOMepy TenedoHa, ykasaHHoMy B [loroBope HerocygapCTBEHHOro MNEeHCMOHHOro



obecneyeHns ¢ doHaoMm. BaxHo yvecTb, 4To OT nuua doHaa He MOryT NOCTynaTb 3BOHKW UMK
coobueHuss, B koTopbix oT Bac TpebytoT nepegate CMC-kog, naponb, HOMep KapTbl,
KOQ4OBOE CMOBO U T.4.;
Wwente B BUOy, 4to ecnm Bbl nepepaete Baw TenegoH w/mnu yCcTPOMCTBO APYrvM
nonb3oBaTensM, OHU MOry YCTaHOBWUTb Ha HEro BPEAOHOCHbIA KO, a B Cry4ae Kpadku Wnu
yTepu 3M0YMbILLMEHHMKN MOMYT BOCMONb30BaTbCA WM AN AocTyna Kk cuctemam doHaa,
KOTOPbIMM NONb30Banuck Bel;
Mpu yTepe, kpaxe TenedoHa, ncrnonbdyemoro Ans nonyvyeHns CMC kogoB vnu goctyna K
cuctemam PoHga HeobxoaNMO:
a. HesameanuteneHo npouHdopmuposats AO «HIMN® TPAOULUNA» no TenecdoHam +7
(495) 256-80-14; +7 (495) 846-80-14;
b. uenecoobpazHoO MO BO3MOXHOCTM OMEPATUBHO C YYETOM MPOYMX PUCKOB U
ocobeHHOoCTEen MCNonb3oBaHMA Ballero TenedoHa 3abnokMpoBaTtb U NEPEBbINYCTUTb
CUM KapTy;
C. CMEHUTb MNaposfib, BOCMOMb30BaBLUWCb APYrUM [OBEPEHHbIM YCTPOMCTBOM W/Mnn
3abnokupoBaTb AocTyn, obpaTmeLunch B PoHA.
Mpy nogo3peHun Ha HeCaHKUMOHMPOBAHHLIN OOCTYN W/WMNM KOMMpPOMETaLMio YyCTpoucTBa
HeoOXOAMMO CMEHUTb Naposib, BOCMOSb30BaBLUMCH APYTMM AOBEPEHHBIM YCTPONCTBOM WM/MNN
3abnokupoBaTb JOCTynN, obpaTnBwnCh B POHA, B OTHOLLEHMM KIMHOYEBOW MHpOpMaLmm, ecnm
3TO yMecTHO Angd Bawen ycnyrm — oTo3BaTb CKOMMPOMETMPOBAHHBIN 3aKPbIThIA KIOY, B
COOTBETCTBMM C NpaBuUaMu, OTPaXeHHbIMU B IOrOBOPHbIX W/UNW NpOoLEeAypPHbIX JOKYMEHTAaXx;
MoMHMTE, YTO HanMyue pe3epBHOWN KOMUU MOXET OOneryntb M YCKOPUTb BOCCTaHOBIEHUE
Bawlero yctpoincTsa,;
Jlyqwe Bcero wucnonb3oBaTb AnNs (MHAHCOBLIX OMepauui OTAEeNbHOE, MaKCMMarbHO
3allMLIEeHHOe YCTPOMCTBO, AOCTYN K KOTOPOMY €CTb TOnbKo y Bac;
KoHTponupynte cBon TenedoH, ucnonb3yembii ans nonydveHns CMC kogo. B cnydae
BbIX04a M3 CTPOS CMM KapTbl, He3amMeanMTenbHO obpallanTecb K COTOBOMY onepaTopy Ans
YTOYHEHWSI NPUYMH U BOCCTAHOBINEHNS CBA3N;
PerynsipHO BbINONHSIATE pe3epBHOE KONMMPOBaHUE BaXXHOW MHGOpMaLInK;
MopaepxuBanTe KOHTaKTHYIO MH(OPMaUUO B akTyanbHOM COCTOSHUM AfiS TOro, 4Tobbl B
cnyyae HeobxogumocTn ¢ Bamy MoXxHO ObINo onepaTMBHO CBS3AThCS.

Mpu paboTe ¢ knt4YamMm dNEeKTPOHHOW NoANMCKM HEOBX0ANMO:

Mcnonb3oBaTb [Ansi XpaHEHUS CEeKPEeTHbIX KIoYen SNEeKTPOHHOW MoAnnCU  BHELUHue
HocuTenu;

KpaiHe BHMMATENbHO OTHOCUTBCS K KIOYEBOMY HOCUTEND, He OCTaBnsTb ero 6e3s
npucmoTpa M He nepegasaTb TPETbUM NMUaM, U3BMEKaTb HOCUTENN M3 KOMMNblOTEpPA, €Cnun
OHW He UCMNonb3ylTcs Ana paboTsl;

Mcnonb3oBaTb CMNoOXHble Maponu Ans Bxoda Ha YCTPOUCTBO WM ANA A0CTyna K Kriodam
3NEKTPOHHOW NOAMUCU, HE XPaHUTb Maposiv B TEKCTOBLIX JOKYMEHTaxX Ha KOMMbloTepe.

Mpu paboTe Ha KoMMblOTepe Heo6XoaNMO:

Mcnonb3oBaTb NUUEH3NOHHOE MporpaMmMHoe obecneyeHne (onepauuoHHbIE CUCTEMBI,
OPUCHbIE NakeTbl U T.4.);

CBOEBpEMEHHO YyCTaHaBNUBaTb akTyanbHble OOHOBMEHMS ©e3onacHoOCTU (onepaumoHHbIE
cucTeMbl, OPUCHbIE NaKeTbI U T.A4.);

Wcnonb3oBaTb aHTUBMPYCHOE MporpaMMHoe obecneyeHue, perynspHo ob6HOBNATb
aHTUBMpPYCHbIE Basbl;

Wcnonb3oBaTb  cneuuanuavpoBaHHble  MporpaMmbl  ANs  3aWuTbl  MHopMauun
(nepcoHanbHble MEeXCEeTeBble 3SKpaHbl M CPeacTBa 3aluTbl OT HECAHKLMOHUPOBAHHOMO
[ocTyna), CpeAcTBa KOHTPONs KOHpUrypaumm yCTponcCTB;

Mcnonb3oBaTb CroXHble Naponu;

OrpaHnunTb JOCTYN K KOMMbIOTEPY, UCKMIOUUTD (OrpaHnYnTb) BO3MOXHOCTb ANCTAHLMOHHOMO
NOAKITIOYEHUST K KOMMbBIOTEPY TPETBUM NULLaM.

Mpu paboTe ¢ MOBUMbLHBIM YCTPONCTBOM HEOBXOANMO:

He ocraBnate cBoe MobGunbHoe ycTponctBo 6e3 npucmoTtpa, YTOObl  UCKMOYNTH
HeCaHKLUMOHNPOBaHHOE MCNOSb30BaHNE;
WNcnonb3oBaTb TONbko odumumanbHble MobunbHble NPUNOXKEHUS;
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He nepexogutb MO CChINKaM M He yCTaHaBnMBaTb MPUIOXeHUS/0OHOBNEHUST Ge3onacHoOCTH,
npuwepwme B SMS-coobuweHnnn, Push-yBegomMneHum mnm no 3MeKTPOHHOW Mo4vte, B TOM
yucne ot umeHn PoHAaa;

YcTaHoBUTb Ha MobunbHOM yCTpOMCTBE Naporb AN AOCTyna K yCTPONCTBY.

7. Tlpu obmeHe nHdopmaumen Yepes ceTb VIHTepHET HeOOXoaNMO:

He oTkpbiBaTb NUCbMa U BNOXEHWUS K HUM, NOMYYEHHbIE OT HEU3BECTHbIX OTNpaBuTenen no
3NEKTPOHHOW MoYTe, HE NepexoauTb MO COAEPXKALLMMCA B TaKUX MMCbMax CChIfikam;

He BBOOMTbL NeEpCOHanNbHYD WHMOPMAUMIO Ha MOAO3PUTENbHLIX CcanTax W OpYrux
HeunsBecCTHbIX Bam pecypcax;

OrpaHn4nTb NOCELLEHUS CAaNTOB COMHUTENBHOIO COAEPXKaHUS;

He coxpaHsaTb maponv B namAtTv MHTepHeT-Opaysepa, ecrnv K KOMMbITepy eCcTb A0CTyn
TPETbUX NUL;

He HaxxmmaTb Ha ©aHHepbl U BCMMbliBaKOLLME OKHA, BO3HMKalOLWMe BO Bpemsi paboTbl C CETbIO
UHTepHeT;

OTkpbIBaTh Ghannbl TOMNbKO U3BECTHLIX Bam pacluupernii (docx, png, xIsx 1 1.4.).

anI noao3peHun B KoMmnpometTauumum KInoven unm HeCaHKUMOHUPOBAHHOM ABUXEHUUN LEeHHbIX
6ymar, AEHEeXHbIX CpeaAcTB UJTN UHbIX (*)VIHaHCOBbIX aKTMBOB CBA3aHHbIX ¢ ®OHJOM HeobxoaMMo

He3amMeAnuTesibHO obpawartbca no Ten. +7 (495) 256-80-14; +7 (495) 846-80-14,
e-mail: tradition @tradnpf.com.
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